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1. Introduction 

1.1. Overview 
The Institute is committed to conducting its business to the highest standards of ethical 
conduct and integrity and has zero tolerance for fraud and corruption. 

The Fraud Control Plan mitigates the risks of fraud and corruption through: 

• education 
• increased awareness 
• identification and management of fraud risks 
• promoting an ethical culture; and  
• providing a framework for investigating and reporting suspected fraud or 

corruption. 
 
The Institute will support anyone who comes forward to report conduct which does not 
meet the standards required by the organisation. Reports of suspected wrongdoing are 
encouraged and will be handled in a confidential and professional manner and in 
accordance with the law.  

1.2. Purpose 
The purpose of the Plan is to foster an environment that actively discourages fraud and 
corrupt conduct to protect public money, information and property and safeguard the 
integrity and reputation of the Institute. 

The Plan identifies activities that may be susceptible to fraud and corruption and provides 
strategies for better management and control of those activities. The plan also sets out 
the actions required by staff in the event of suspicious activity that may lead to fraud or 
corruption. 

The Plan is supported by regular fraud risk assessments which are conducted every six 
months at minimum and detailed in the Fraud Risk Register. 

The Plan and associated fraud risk assessments consider the risks of fraud and corruption 
and aim to mitigate them through a range of strategies embedded in governance, 
management, and operations. 

1.3. Scope 
The Plan has a broad scope and applies to all staff, including those working in any 
permanent, temporary, casual, or honorary capacity. It includes volunteers, patient 
advocates, contractors, visiting practitioners, students, consultants and researchers 
performing work on behalf of the Institute. 

Fraud prevention and control is the responsibility of all staff and all levels of 
management, not just a select group of people or roles. The Institute acknowledges that 
its staff are the best defence against fraud and corruption and play a critical role in 
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minimising the risk of fraud and corruption. Staff are encouraged to familiarise 
themselves with the Plan and to be aware of their role in preventing and detecting fraud 
and corruption. 

2. Fraud Control Policy Statement 
The Institute is committed to minimising the incidence of fraud and corruption by 
implementing and regularly reviewing strategies that aim to prevent, detect and respond 
to fraud and corrupt behaviour. 

To achieve this, the Institute will: 

• maintain and improve awareness of fraud 

• encourage and promote ethical conduct 

• encourage the reporting of suspected instances of fraud and corruption 

• clearly define reporting and decision-making process related to alleged fraud 

• maintain, support and fully respect the confidentiality of any person making a 
report and any person named in a report of suspected or actual fraud 

• use all available avenues to recover money or property lost through fraudulent 
activity 

• take firm disciplinary action, including prosecution, against persons and / or 
organisations proven to have committed fraud 

• implement arrangements for the provision of information to investigators on all 
prima facie cases of fraud against the Institute; and 

• ensure probable identification of fraud through regular review / audit of our 
business processes. 

3. Definitions 
The Institute has adopted the following definitions from Australian Standard (AS 8001-
2008): Fraud and Corruption Control. 

3.1. Fraud 
Fraud is dishonest activity by staff or external persons causing actual or potential 
financial loss to the Institute. Fraud includes theft of money or other property, the 
deliberate falsification, concealment, destruction or improper use of documentation or the 
improper use of other information. 

Theft, unauthorised use of Institute equipment, falsifying records such as invoices or 
timesheets or hacking computer systems to steal or alter information are examples of 
fraud. 
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3.2. Corruption 
Corruption is dishonest activity in which a staff member acts contrary to the interests of 
the Institute and abuses their position of trust in order to achieve personal gain or 
advantage for themselves or a third party. 

An employee who abuses their position to inappropriately disclose confidential 
information or show favouritism during recruitment or procurement processes are 
examples of corruption. 

Unless otherwise stated, references to fraud in this document should be read to also 
include a reference to corruption. 

4. Specific Areas of Fraud Relevant to the Institute 
An important part of fraud prevention is understanding specific areas of fraud relevant to 
the Institute. All staff should be aware of fraud risks they may encounter as part of their 
work. 

4.1. Conflicts of Interest 
Staff are expected to perform duties in a fair and unbiased way and not to make 
decisions which are affected by self-interest, personal gain or that may benefit a friend or 
family member. This involves avoiding conflicts of interest which may be: 

• Actual: where there is a direct conflict between an employee’s official duties and 
a competing interest or obligation. 
Example: where a job applicant is a friend or family member of the hiring 
manager for a vacant position. 
 

• Perceived: where it could reasonably be perceived, or give the appearance, that 
a competing interest could improperly influence the performance of an employee’s 
official duties. 
Example: an employee accepts a gift of a non-token nature from a supplier. 
 

• Potential: where an employee has an interest or obligation that could conflict 
with their official duties in the future. 
Example: a friend or family member works for an organisation that is not a 
supplier but provides goods or services of a type commonly used by the Institute. 

 

Anyone who has access to confidential information, supervises staff, deals with third 
parties or makes decisions about the allocation of resources may be exposed to a conflict 
of interest. The areas of operation where the Institute is most exposed to the risks 
associated with a conflict of interest are procurement, grants, fellowships, recruitment 
and sponsorships. Having a conflict of interest is not necessarily a problem, it is how it is 
dealt with that is important. 

The Institute is required to maintain a conflict of interest register that records details of 
conflicts of interest and how they have been managed. Staff are responsible for 
identifying and declaring their own conflicts of interest, including actual, potential or 
perceived conflicts. 
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4.2. Gifts and Benefits 
Actual or perceived conflicts of interest can further be avoided by not seeking or 
accepting gifts or benefits. Gifts and benefits are rarely offered by commercial 
organisations without expectation of an advantage and staff should be wary of any such 
offers and the implied obligation that can result. 

Staff must not seek or accept any gift or benefit that is, or could reasonably be 
interpreted as being, designed to secure influence or preferential treatment in favour of 
the giver. Gifts of cash or cash equivalents including gift cards are also strictly prohibited 
under NSW Health Policy. Gifts should only be accepted if they are token in nature, have 
a nominal value of less than $75 and are offered as a gesture of appreciation.  Examples 
of token gifts include chocolates, flowers, a single bottle of reasonably-priced wine or low 
value promotional items such office stationery that include a company logo.  

Staff must complete a gifts and benefits declaration form whenever an offer is made, 
regardless of whether it is accepted or declined. All offers must also be recorded on the 
gifts and benefits register. 

4.3. Misappropriation 
Misappropriation is the intentional use of Institute property or funds for personal use or 
other unauthorised purpose. 

Misappropriation includes: 

• Theft or loss of assets, particularly high-value portable assets such as laptops or 
computer equipment 

• Unapproved removal or disposal of assets 

• Theft of physical resources such as stationery or tools 

• Use of Institute resources for commercial purposes or excessive use for private 
purposes such as photocopying or printing 

• Unauthorised withdrawals or transfers of funds. 

Misappropriation is managed by a range of controls including bar coding fixed assets and 
fixed asset stock takes, physical access controls such as swipe cards, account 
reconciliation and analysis of variance against budget. 

4.4. Fraudulent Transactions 
Fraudulent transactions occur when an employee or third party creates fraudulent 
records or alters existing information in order to receive payment or goods and services 
that they are not entitled to. Fraudulent transactions can include ghost vendors or 
employees, or false or altered records including invoices or timesheets. 

Risk of overpayment from fraudulent transactions is mitigated by controls including 
segregation of duties, delegations of authority, periodic reconciliation and analysis of 
variance against budget. 
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4.5. Intellectual Property 
The Institute both generates intellectual property and uses the intellectual property of 
others in the course of its work. Unauthorised use or disclosure of CINSW's intellectual 
property (IP) or IP that belongs to a third party can expose the Institute to legal and 
compliance issues and reputational damage. 

Fraud risks associated with IP are mitigated by ICT controls to restrict access electronic 
information and systems, confidentiality agreements and training and awareness.   

The Institute recognises that unless it is specifically agreed otherwise, NSW Health owns 
any IP developed by its employees in the course of their employment. 

Any significant IP owned, controlled or used by the Institute will be recorded on the IP 
register. Fraud Risk Assessments 

Fraud risk assessments are a key component of the Plan and are conducted six-monthly 
at minimum or in response to any significant change to the Institute’s internal or external 
operating environments. Risks may also be reviewed when an Internal Audit Report is 
issued. Internal Audit Reports may identify new risks, or changes in control assessment 
that may result in a change in residual risk rating. The Institute’s Audit and Risk 
Committee reviews and endorses the Fraud Risk Register as a standing agenda item for 
Committee meetings in February and September. 

5. Fraud Risk Identification 
The Institute identifies potential fraud risks from various sources including: 

• A comprehensive list of public sector fraud risks made available by the NSW 
Independent Commission Against Corruption (ICAC) as per the corruption 
prevention advice topics on the ICAC website. 
https://www.icac.nsw.gov.au/prevention/corruption-prevention-advice-topics 
 

• The NSW Ministry of Health Fraud Assessment Tool  available from Ministry of health 
intranet site; and 
 

• Fraud risks identified from internal audit reports or investigations into other public 
agencies. 

5.1. Fraud Risk Assessment 
The severity of fraud risks is estimated by assessing the likelihood and consequence of 
the risk event occurring, using the risk assessment heat map as set out in PD2015_043 - 
Enterprise-Wide Risk Management Policy and Framework.   

Both inherent (no controls in place) and residual (with controls) risks are rated as part of 
risk assessment. 

5.2. The Fraud Risk Triangle 
The Institute uses the risk triangle to assess fraud risks and the effectiveness of controls. 

 

https://www.icac.nsw.gov.au/prevention/corruption-prevention-advice-topics
http://internal.health.nsw.gov.au/audit/pdf/Fraud%20Risk%20Assessment%20Tool%202010.xls
https://www1.health.nsw.gov.au/pds/ActivePDSDocuments/PD2015_043.pdf
https://www1.health.nsw.gov.au/pds/ActivePDSDocuments/PD2015_043.pdf
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Pressure / Culture 

Pressure refers to the employee’s mindset and external factors such as financial pressure 
that increase the motivation to commit fraud. 

Pressure is reduced by an ethical culture where employees understand there is a 
commitment to doing the right thing and zero tolerance to fraud. Employees who work in 
an ethical culture are also encouraged to speak out if they observe unethical conduct or 
suspicious activity. 

Rationalisation / Values 

Rationalisation refers to arguments used by employees to justify fraud, including 
observing waste and inefficiency, lack of respect for leadership or feeling undervalued. 
Both corporate and personal values reduce the employee’s ability to rationalise 
committing fraud. 

 

Opportunity / Controls 

Opportunity is when an employee commits fraud because they think they can get away 
with it. Controls are measures the organisation puts in place to reduce the likelihood of 
fraud. 

6. How to Report Fraud 
All staff have a duty to report suspected fraud. Reports can be made verbally or in 
writing and the Institute will support anyone who comes forward in good faith to report 
conduct that does not meet the standards of the organisation. 

Employees can report suspected instances of fraud to their immediate manager, another 
manager, a member of the OLT or the Chief Executive Officer (CEO). 

Staff are encouraged to raise their concerns at any time with their managers, but as an 
alternative they have the option of making a Public Interest Disclosure (PID) as outlined 
in the Institute’s Public Interest Disclosures - Operating Procedure and Guidelines 

FRAUD 
 

Opportunity 

Controls 

Factors outside the triangle 
increase the risk of fraud. 

Factors inside the triangle 
reduce the risk of fraud. 
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(E19/11571). Further information can also be found at Public Interest Disclosures – NSW 
Health. The Public Interest Disclosures Act 1994 offers employees protection from 
reprisal when reporting fraudulent activity.  

Staff not wishing to report a matter internally may make reports or public interest 
disclosures to the following investigating authorities:  

• The Chief Audit Executive at the NSW Ministry of Health 
http://internal.health.nsw.gov.au/audit/fraud.html 

• The Secretary, NSW Health (for serious and substantial waste of public money) 

• The NSW Independent Commission Against Corruption (ICAC) 
https://www.icac.nsw.gov.au/reporting/report-corruption 

• NSW Ombudsman (for maladministration matters) 
https://www.ombo.nsw.gov.au/what-we-do/our-work/public-interest-disclosures  

• Information and Privacy Commissioner (for government information 
contravention) 
https://www.ipc.nsw.gov.au/information-access/citizens/lodge-complaint 

Members of the public and other stakeholders (e.g. suppliers or contractors), can report 
suspicions of fraud or corruption by: 

• writing to the Institute; or 

• emailing information@cancer.nsw.gov.au 

7. Investigating Fraud 
All reasonable suspicions of fraud raised internally will be referred to the Chief Audit 
Executive who will decide what action should be initiated to assess the concerns raised. 
Investigations will be conducted by a suitably qualified Fraud Investigator, and reports of 
investigations will be referred to the Chief Audit Executive and the Chief Executive 
Officer. The Chief Executive Officer will decide what action is necessary to address the 
investigation findings. Options include disciplinary action, referral to the Police for 
prosecution and appropriate recovery action. 

The Chief Audit Executive will report all incidents of fraud to the Audit and Risk 
Committee setting out the: 

• Date of report 
• Details of the incident 
• Circumstances surrounding the events; and 
• Identified business process and internal control weaknesses or deficiencies 
 

 

http://internal.health.nsw.gov.au/audit/fraud.html
https://www.icac.nsw.gov.au/reporting/report-corruption
https://www.ombo.nsw.gov.au/what-we-do/our-work/public-interest-disclosures
https://www.ipc.nsw.gov.au/information-access/citizens/lodge-complaint
mailto:information@cancer.nsw.gov.au
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8. Roles and Responsibilities 

8.1. All staff 
• Comply with the standards of ethical and professional conduct as set out in the  

NSW Health Code of Conduct (PD2015_049); including 
o Demonstrate honesty and integrity 
o Acting professionally and ethically 
o Use official resources lawfully, efficiently and only as authorised 
o Maintain the security of confidential and / or sensitive information; and 
o Maintain professional relationships. 

• Maintain awareness of behaviours that could result in fraud or actual or perceived 
corrupt conduct 

• Maintain awareness of fraud and corruption risks and mitigation strategies as they 
relate to their work 

• Disclose any real, perceived or potential conflict of interest by completing a 
conflict of interest declaration form  

• Disclose all offers of gifts or benefits, regardless of whether they are accepted or 
declined  

• Seek advice from their manager, a member of the Operational Leadership Team, 
or the Chief Audit Executive if there is ever any uncertainty on what constitutes 
ethical behaviour of the correct course of action 

• Report any suspicion of fraud or corruption as per the reporting mechanisms in 
Section 6 of this Plan 

• Cooperate with Fraud Investigators if asked to do so and treat all allegations and 
any involvement in investigations in the strictest of confidence. 
 

The Plan adopts a broad definition of staff as per paragraph 1.3 Scope. 

8.2. Risk Champions 
• Comply with 8.1 All Staff 
• Actively participate in Risk Community of Practice meetings 
• Provide input into identifying and assessing fraud risks and the Fraud Control Plan 
• Maintain accuracy and currency of the Institute’s Risk Register. 

8.3. Managers and Supervisors 
• Comply with 8.1 All Staff 
• Maintain awareness of fraud and corruption risks and mitigation strategies in 

areas under their supervision 
• Monitor fraud and corruption risks and controls 
• Notify the Manager, Governance, Risk and Compliance of any new or emerging 

risks, or any changes to existing risks and controls 
• Participate in periodic risk assessments and provide feedback as requested 
• Ensure team members are adequately trained 
• Review and action any Conflict of Interest or Gifts and Benefits declarations from 

their team. 

8.4. The Manager, Governance, Risk & Compliance 
• Comply with 8.1 All Staff 
• Coordinate the Institute's approach to fraud prevention including periodic fraud 

risk assessments 
• Maintain the Fraud Control Plan and Fraud awareness and training 

https://www1.health.nsw.gov.au/pds/ActivePDSDocuments/PD2015_049.pdf
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• Liaise with relevant agencies (e.g. ICAC, NSW Ombudsman, Audit Office of NSW 
and the Information Commissioner) on fraud and corruption issues; and 

• Undertake the responsibilities as the Institute's Disclosures Coordinator (PID 
Coordinator). 

 

8.5. The Operational Leadership Team (OLT) 
• Comply with 8.3 Managers and Supervisors 
• Display a strong commitment to ethical conduct, integrity and the maintenance of 

effective policies and practices 
• Promote an environment where fraud prevention is the responsibility of all staff 
• Implement fraud control strategies within their areas of responsibility 
• Ensure that any concerns reported to them are referred to the Chief Audit 

Executive as soon as possible 
• Manage suspected fraud and unethical conduct in accordance with relevant policy 

and the law 
• Review the Fraud Control Plan prior to Audit and Risk Committee endorsement. 

8.6. The Chief Audit Executive 
(position held by Chief Operating Officer) 
 
• Comply with 8.4 OLT 
• Review and sign off the Conflicts of Interest and Gifts and Benefits Registers 

annually and identify any trends and / or instances that require further action, 
and report on this to the Audit and Risk Committee 

• Provide a central point of contact for reporting incidents of suspected fraud or 
corruption 

• Make an initial assessment of allegations received 
• Appoint suitably qualified fraud investigators to manage investigations 
• Maintain secure and confidential records of investigations 
• Initiate disciplinary, legal and/or recovery action on advice from Fraud 

Investigators and the CEO. 
 

8.7. The Chief Executive Officer 
• Comply with 8.4 OLT 
• Overall responsibility for ensuring that the Institute’s fraud risks are adequately 

managed 
• Ensure the effective and economical use of Institute resources and for 

determining appropriate controls to mitigate the risk of fraud 
• Review, evaluate and implement recommendations arising from investigations 

from Fraud Investigations 
• Report on instances of (alleged) fraud or corruption to external bodies (e.g. 

Independent Commission Against Corruption), where applicable 
 

8.8. The Audit and Risk Committee 
• Provide reasonable assurance to the Board that systems of internal control to 

mitigate the risks of fraud are of a high standard, cost effective and functioning as 
intended 

• Review and endorse the Institute’s Fraud Risk Assessments. Six-monthly at 
minimum or in response to changes in the internal or external operating 
environment that are likely to impact the risk of fraud or corruption. 
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• Review and endorse the Institute’s Fraud Control Plan annually. 
• Review the Institute’s compliance with relevant legislation and policies. 
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Attachment A – Fraud Accountability Matrix 
The Fraud Accountability Matrix outlines the Institute’s awareness and commitment to 
fraud prevention and the actions that support the Fraud Control Plan. 

 

Management Action 
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Ethical Framework    

All staff read and sign the  NSW Health Code of Conduct (PD2015_049) and agree to comply 

with its provisions at all times as a mandatory condition of employment. 

x   

All staff are made aware of their obligations under the NSW Health Conflicts of Interest and 

Gifts and Benefits Policy (PD2015_045) 

as part of their orientation and annual refresher training. 

x  x 

Actual, perceived or potential conflicts of interest (COI) are reported to the staff member’s 
manager and recorded in the COI Register. (E15/28961). 

 x  

Gifts and Benefits Declaration forms are completed for all offers of gifts and benefits, 
regardless of whether they are accepted or declined and stored in HPRM (EF14/0409). All 
offers are recorded on the Gifts and Benefits Register. (E17/27784). 

 x  

Conflicts of Interest and Gifts and Benefits Registers are reviewed and signed off annually by 
the Chief Audit Executive to ensure all actions have been completed and to identify any trends 
and / or instances that require further action, and report on this to the Audit and Risk 
Committee. 

  x 

All staff are made aware of the Institute’s Fraud Control Plan including the types of fraud the 
Institute may be exposed to, process in place to reduce the risk of fraud, and how fraud is 
reported and investigated as part of their orientation and annual refresher training. 

x  x 

Staff receive fraud control training relevant to their role as required.  x  

All staff have a duty to report suspected fraud. Reports can be made verbally or in writing to 
any manager, a member of the OLT or the Chief Executive Officer. 

 
x 

 

Managers and Directors are to ensure that all matters relating to fraud are to be referred to 
the Chief Audit Executive. 

Processes are also in place for all staff to report suspected fraud via external investigating 
authorities as per Section 6 How to Report Fraud of this Plan. 

 
x 

 

 

https://www1.health.nsw.gov.au/pds/ActivePDSDocuments/PD2015_049.pdf
https://www1.health.nsw.gov.au/pds/ActivePDSDocuments/PD2015_045.pdf
https://www1.health.nsw.gov.au/pds/ActivePDSDocuments/PD2015_045.pdf
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